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The following provisions regardirgprvices involving personal datare agreed:

81 Preamble

This individual agreement “commissioned processify'the following: “AGREEMENT") applies

to services for which the services provider proessiata of natural persons (data subjects pursuant
to Art. 4 (1) of the European General Data ProbecRegulationGDPR; in particular, customers,
interested persons, contact persons of legal esitiither personal data) on behalf of a controller,
independent of whether or not the data processidgtiaus the service provider’'s accessing of the
data subject’s data must be classified as a cdrgtamf the processor or otherwise as commis-

sioned processing pursuant to Art. 28 GDPR.

The service shown here is a typical dialogue margedervice iowever, this AGREEMENT may
also be used to regulate other types of serviceshimg personal data in compliance with data

protection laws.

The data protection aspects of dialogue marketergices usually concern three or four parties:
The advertiser, the address owner the service provider and thepotential customer, receiving
marketing material. The advertiser initiates thenoossioned processing because it wishes to con-
tact a customer or a potential customer (the “datgect” in the sense of this AGREEMENT) for
marketing purposes. Such promotional activity dtutsts a processing of personal data (hame, ad-
dress and, possibly, further data) held by the esfdowner. The address owner confers the right to
use the personal data to the advertiser whichyrim temunerates the service provider who process-
es such data for the dialogue marketing purposesugnt to a separate agreement. The commis-
sioned processing under this AGREEMENT does notathe advertiser any access to the personal
data of the data subject. Access to the data igethby the address owner in his capacity as con-
troller of the data; this means that the addresseois also responsible for the processing of the d
ta in compliance with data privacy laws (controllethe sense of data protection lawh¢ situa-
tion is different, if the data are sold and the ediser becomes the controller in the sense of data
protection law] From a data protection perspective the contractual relationship (or commis-
sioned processingexists between the address owner and the sepuicéder. The following dia-

gram illustrates the legal relationships betweenpirties.



Form: Individual agreement “commissioned proceggi(AGREEMENT)
As of: 09/2017, Page 3 of 12

4 ) 4 N\

Commercial principal

Controller (advertising party)

in the sense
of data protection law

(address owner)
Personal data

NG / - /

N\ /

Service provider/Processor
(like service providers/listbrokers
who receive or forward data
— as the case may be —
or control the execution
of an order; lettershops, printers,

document destruction firms)

- )

If the address owneris identical with theadvertiser, the controller’s responsibility for compliance
with data protection law and the commercial ownigrsifithe rights of use are combined in one en-
tity. In this case, only the rights and obligatiarighis agreement apply which are defined for the

legal relationship between address owner and seprvider.

Please note This AGREEMENT complies with the requirementsAst. 28 GDPR and is supple
mented with specific instructions of the addressi@welevant for each individual contrasepa-
rate address orde). In the separate address order, the object amduhation as well as the type
and purpose of the processing, the type of theopatsiata and the categories of the data subjects

plus any possible recipients or categories of fenip need to be specified.

1. Definitions

Address owner (= list owner): The company which either collected the personal daelf or ac-
quired them otherwise; any data processing by ¢émace provid-

er is subject to the instructions of the company.
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Address data (records):

Controller in the sense of

data protection law:

DDV:

Service provider:

GDPR:

Separate address order

List broker

Marketing measure:

Personal data which must only be processed in cangd with
data privacy requirements; service providers magess such da-
ta on the basis of this AGREEMENT following an argerrsuant
to Art. 28 GDPR. Address data comprise nhames, padthesses,

communication data and further personal data.

The controller pursuant to Art. 4 (7) GDPR and omwifethe data
instructing the data processing by the data procgssrsuant to
Art. 28 GDPR. He does not need to be identical Withadvertis-
er in whose commercial interest the order is issMéldere com-
panies advertise their own products and/or seryibescontroller
and the advertiser are identical.

Deutscher Dialogmarketing Verband e.V., Hahnstralke60528
Frankfurt, www.ddv.de.

Processor pursuant to Art. 4 (8) GDPR who procetse address
data for dialogue marketing purposes or who pra&sesther per-
sonal data (e.g. file destruction, data centericesy list broking
or call center services) on behalf of the addreaseo and who is
a signatory to this AGREEMENT, including any separaddress
orders.

European General Data Protection Regulation.

The AGREEMENT shall be supplemented by a sepamddecas
order. This means an agreement between the adongss and
the service provider containing instructions regaydhe object
and the duration of the processing, the type armggse of the
processing, the type of personal data as wellasdtegory of the
data subjects plus the categories of recipientsherrecipient,
where applicable. Only the combination of the AGREENT
with the separate address order guarantee a datassing which
is compliant with data protection law.

The company which receives the right of use efdbntacts (not
the address data themselves) from the address @mdegrants it
directly or indirectly via a list broker to an adfrser for advertis-
ing purposes.

The marketing measure which is carried out on th&isbof the

address data (e.g. the mailing of electronic advert of cata-
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logues; an email newsletter, a promotional telephoall or a

permanent data preparation or processing).

Advertiser: The commercial service recipient who may only use daddress

(1)

(2)

3)

(4)

(5)

data for his own purposes through service providéject to prior

approval by the address owner.

General obligations of the service provider

The owner of the addresses grants the rightsseffor the address data irseparate ad-
dress orderThe advertiser acquires such rights of use ierotul carry out a specified mar-
keting measure either directly or with the hel@mdist broker. The service provider, who is
paid by the advertiser, serves as a processohdoaddress owner and provides his services
by using the data held by the address owner aruifiguein the separate address order. The
service provider will process the address datauskatly pursuant to the specifications of
this agreement, the separate address orders atlagryorders issued by the address owner
for the required services like IT (e.g. analysisirection of postal addresses, matching,
postage optimization and printing), print, lettéwop or call center services. The service
provider will carry out any further processing dilstoring of anonymized data, for order
registration purposes, history files or optimizatanalyses) only, if this is allowed from a
data protection perspective and if the address pWwas issued the necessary orders or if
there exists a binding legal obligation for thevims provider. As a rule, the order shall al-
ways be issued in writing; as an exception, they bwissued orally, where necessary, but
will then have to be confirmed in writing immedigtby the address owner.

The object and the duration of the procesding,type and purpose of the processing, the
type of personal data as well as the categoryeotiita subjects plus the categories of recip-
ients or the recipient, where applicable, shalspecified in the individual address order, to
the extent to which they are not already specifietthis agreement.

The service provider shall process the addiass separately from the data files which are
not part of this agreement. Thus, any unauthor@edessing for other, illegal purposes
shall be prevented.

To the extent to which the service providererees the data on portable storage media, he
shall copy the data for the proper handling of kGREEMENT. The data on the received
storage media shall only be deleted after the addve/ner has given his consent; up to this
point of time, they shall no longer be processedt(iction of processing). The service pro-
vider’s expenses arising from such handling stelldmunerated by the address owner.
Once the contractually agreed services have pesvided, the service provider shall return
the address data which he received in the confettii® AGREEMENT either to the ad-
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(6)

dress owner himself or to a third party specifigdie address owner in writing or destroy
them in compliance with the GDPR, as specifiedhgyaddress owner. This also applies for
the processing results which are produced in timeso of this AGREEMENT as well as
for any testing or reject material. Any waste conitey persona data shall be destroyed in
compliance with security level 3 of the DIN 663992her by internal file destroyers or by
specialized subcontractors. The service providetl shke care that data files containing
personal data do not survive in the form of emddcdments, on communication servers,
clients, production computers or in data back-umg langer than up to the specified de-
struction date. To the extent to which the addmgser has not issued a deviating order,
e.g. for trust inventories, the data shall havenbegifiably deleted in the course of the sev-
enth month following postal delivery. The calendeek (ISO 8601) of the latest postal de-
livery shall be communicated to the service prowidfeit does not result from the address
order. The service provider shall confirm the deston of the data carried out by himself
or by an external subcontractor to the address oame his representative in writing within
a period of five business days. Upon request, énace provider shall provide a deletion or
destruction report to the address owner or hisessptative. The required report shall con-
firm the effected deletion and contain the date time as well as the type of the deletion
plus the responsible person; the document shathbe for a period of five years. The ser-
vice provider's expenses associated with the otidiga for the return and deletion speci-
fied above shall be remunerated by the addressrawmempliance with the address order.
The obligation to return or delete the data dodsapply, if the service provider is legally
or otherwise bound to retain or store the spediita. Any other disclosure of the data shall
only be legal in compliance with the address oateast specific order issued by the address
owner.

The engagement of subcontractors in orderlfill the separate address order (service pro-
vider with an individually specified access to thata) shall only be possible subject to the
prior consent declared by the address owner inngritWhere services related to contractu-
al data processing are concerned, which third ggarénder to the processor as ancillary
services, the service provider may engage suchostiiactor in order to fulfill the agree-
ment without an explicit written declaration of s@mt, as long as he complies with his ob-
ligation to control the instructions and verifiabhgrees a contract in compliance with
Art. 28 GDPR. This applies, e.g., for extendeddetemunications services or for cleaning
staff who are also responsible for the disposalath media. A declaration of consent is re-
quired, however, if the said service representssin@ice agreed with the processor in
whole or in essential parts. In any case, the esmgagt of (sub-)contractors shall always be

subject to the provisions in this AGREEMENT. Upeguest, the address owner and a sep-
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(7)

(8)

(9)

arate advertiser shall be provided with a list bfsabcontractors, including those whose
engagement was approved by the controller. Thes ralgo apply for the engagement of
freelancers who work for the service provider withbeing integrated into the service pro-
vider's company and render substantial service®lation to the AGREEMENT and the
address order.

In his area of responsibility, the service pdev shall take technical and organizational
measures for an adequate protection of the addmeser's address data, in particular
against unintentional or unauthorized data leaKagiable technical and organizational da-
ta protection measures in order to grant a levgrofection appropriate with a view to the
risk involved; pursuant to Art. 32 GDPR) and supple controller with the privacy impact
assessment, where necessary, by providing infoomaélated to his sphere of action and
taking into account the data provided to him byabatroller. The service provider has the
right to request appropriate remuneration for bigpert and the reimbursement of any re-
lated expenses. With regard to the address owabligation to provide information to data
subjects and to correct or delete data or to otdtre processing of data or to comply with
any other rights of the data subjects pursuantitcent data protection law, the service pro-
vider, depending on the type of processing perfdriog him and the means and infor-
mation available to him, supports the address ownarediately. The service provider’s
associated expenses shall be remunerated by thesadamivner in compliance with the ad-
dress order. Pursuant to Art. 30 (2) GDPR, theisemprovider keeps a journal of the pro-
cessing procedures carried out by him. Upon reqoleite address owner and his repre-
sentative, a copy of such journal shall be maddable, to the extent to which the content
of the journal is related to this agreement.

The service provider grants support for theedsé against claims raised by data subjects, to
the extent to which this is possible for him withowgjor effort. If the data subject contacts
the service provider directly in order to claim/hir rights, the service provider shall refer
the data subject formally to the address ownehawit giving any advance information, and
forward the request to the address owner. The ceiiovider shall only answer any re-
quests, if the address owner has commissioned dido tso in the context of the commis-
sioned processing and subject to reimbursementpEreses.

The address owner is obliged to report immedtiiadny unintentional or unauthorized data
protection law relevant leakage to third partiegoy other infringements against data pro-
tection law which might lead to a risk for the rigland freedoms of natural persons to the
responsible data protection supervisory authority -a where a high risk for the rights and
freedoms of the data subject is involved — to th&adsubject directly. To the extent to

which such infringements within his sphere of acttmme to the knowledge of the service
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(10)

(11)

(1)

(2)

provider, he shall immediately inform the addresser accordingly. In such case, the ser-
vice provider shall, at his own dutiful discretidake temporary measures appropriate in his
sphere of action in order to protect the addresseow address data and to mitigate its pos-
sible negative effects (appropriate technical angdusizational measures to ensure a level of
security appropriate to the risk; pursuant to B2.GDPR). The service provider shall in-
form the address owner about any measures takbimbgt his earliest convenience.

The service provider informs the controllemadiately, if an order issued by the address
owner, in his view — which does not presuppose@mgprehensive legal analysis -, might
lead to an infringement against legal provisiontse ©rder does not need to be followed, if
it is neither amended nor explicitly confirmed by taddress owner.

The service provider shall appoint a contaatspn with whom the address owner or his
representative may clarify any issues in relatmthis AGREEMENT or any data protec-
tion issues. The service provider shall immediatafprm the address owner about any

change of the contact person in writing.

Safety obligation of the service provider

In his sphere, the service provider guaranteashe, pursuant to Art. 32 GDPR, shall im-
plement appropriate technical and organizationasuees to ensure a level of security ap-
propriate to the risk in order for the processihgadress data, taking into account the state
of the art, the costs of implementation and theingatscope, context and purposes of pro-
cessing as well as the risk of varying likelihoodl &everity for the rights and freedoms of
natural persons (data protection measures). Upsradidress owner’'s request, the service
provider makes his current data security conceailable to the address owner and his rep-
resentative, also once the order has already bleerdy and facilitates either the address
owner’s data privacy officer or an external auditeho is committed to professional secre-
cy and appointed by the address owner, to accesseaiew of the data security concept.
The data security concept includes sufficient exgi@ns regarding access control to the
premises, the system and the applications, asaseitansfer, input, order and availability
control and, finally, regarding separate processliigthe extent to which the address own-
er requests changes, the service provider shaleimgnt them following the prior written
request of the address owner; all expenses shadlitnbursed by the address owner, if such
changes go beyond the legally required state cdithe

Address data which must be transferred elemtadly, shall only be transferred in a safe
(taking into account the state of the art) and yrted form by the service provider, to the

extent to which the address owner does not regmesher mode of transmission.
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(3)

(4)

(1)

(2)

Beyond the legally permissible, the servicevter does not have the right to use any real
data of the address owner in order to develop soéver for any other tests. Instead, he
shall work with anonymized original data or witbtfiious test data.

The service provider stores and processes dbleess data separately for each order and
grants his employees access to the data only textieat to which this is necessary for the
fulfillment of the order. In addition, he only gtaraccess to such employees who have been
explicitly committed to secrecy and have been &airegularly with regard to the data pro-

tection and data security rules and processesamidor the data processing.

Obligations of the service provider to tolerateontrols

The address owner is legally required to atitit effectiveness of the data protection
measures taken by the service provider. The seprméder shall, therefore, allow that the
address owner controls the processing of the dataded by him by accessing and check-
ing the data processing facilities, the stored datd the data processing programs used in
the context of this agreement in an on-site auslitvell as the documentation of the data
protection organization, including work orders, alguonce a year. The service provider
shall make the documents related to this agreemmeaitable and answer any upcoming
questions without undue delay. Access shall betgdato the address owner's data privacy
officer or an external auditor, who is committedpi@fessional secrecy and appointed by
the address owner.

The address owner may also verify the dataeptiotn measures as to being up to the state
to the art by receiving from the service providesgs like auditing reports regarding infor-
mation security or the information regarding theeipt of the DDV quality label issued by

the Competence Centers DirectMail Services andefdgoup Marketing.
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5. Matching report/control addresses

D Where data, according to the order, are matehtidthe help of third party data, the service
provider shall compile a complete and compreheagilbbtocol, containing the following

information.

DDV Standard “Accounting Protocol”
Creation date
Designation of the marketing measure

Designation of lists per data file

Number of delivered address data

A Address data resulting from postal validatiery( corrections)
= Gross quantity for matching (Matching Input)

A. Address data eliminated after the matchingupflidates

= Net quantity after matching (Matching Output)

A. Reduction pursuant to customer order

= Application quantity

(2) For verification purposes and for protectiomiagt use in violation of contract, verification
addresses may be inserted into the individual ileta If the address owner is able to pre-
sent marketing material which was not agreed wiithhdnd which was sent to a verification
address, and if such verification address cleaglgrgs to the data file which was provided
to the service provider for a specific marketingaswge only, it must be assumed that the
addresses were used without proper authorizafidne Iservice provider notices such unau-
thorized use of data himself, he is obliged to camizate it to the address owner and his

representative immediately. Such communicationl stideast be effected in writing.
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6. Miscellaneous

D If third party address data are transmitteddtbnically or in print), the recipient shall be
informed that the address data stem from one spexifas the case may be, several exter-
nal controllers and shall only be processed foptinpose for which they were delivered.

(2) Where third party data are matched using thaddy data in the Business to Consumer sec-
tor, the service provider responsible for the miatgtprocess shall use the current DDV
Robinson list (updated monthly), unless the coldr(d) has/have dispensed with its use in
writing.

3) This AGREEMENT is valid for all separate addresders which were issued prior to the
effective termination of this individual agreemémit an unlimited period of time.

(4) This AGREEMENT as well as the individual separaddress orders and any written orders
are subject to German law. The place of jurisdici®the place of the address owner’s lo-
cal court.

Date Place Date Place

Firm stamp or firm name Firm stamp or firm name

( ) ( )
Signatory (printed name) Signatory (printed name)

Signature Signhature



